NRC INSPECTION MANUAL NMSS

I NSPECTI ON PROCEDURE 85313

ALARM RESOLUTI ON

PROGRAM APPLI CABI LI TY: 2681

85313-01 | NSPECTI ON OBJECTI VE

Confirmthat anomalies potentially indicative of SSNMI| osses are
promptly investigated to resol ve the nature and cause of any MC&A
al arm The investigation process nust provide (1) a rapid
determ nati on of whether an actual |oss of five or nore fornul a
kil ogranms occurred and (2) tinely generation of informationto aid
in the recovery of SSNMin the event of an actual | oss.

85313-02 | NSPECTI ON REQUI REMENTS

The alarmresol ution systenms nust conply with all applicable NRC
regul ati ons and saf eguards | i cense conditi ons. The FNMCP cont ai ns
general commtnments relative to alarns resolution. By inspection
det er m ne whet her:

02.01 The nature and cause of all MC&A al arns were resol ved
within the approved tine periods. [74.57(b)]

02.02 The MC&A |'i censi ng unit at NRC Headquarters was notified
of any MC&A al armt hat renmai ned unresol ved beyond the ti me period
specifiedfor itsresolutioninthelicensee's FNMCP. Notification
occurred wi thin 24 hours except when a hol i day or weekend i nt ervened
in which case the notification occurred on the next schedul ed
wor kday. The |licensee may consider an alarmto be resolved if

a. Clerical or computational error was found that clearly was the
cause for the alarm [74.57(c)(1)]

b. An assignable cause for the alarmwas identified or it was
substantiated that no nmaterial | oss had occurred.
[74.57(c)(2)]

02. 03 If amaterial | oss has occurred, thelicensee determ ned
the anmpbunt of SSNM | ost and took corrective action to:

a. Return out-of-place SSNM if possible, to its appropriate
place. [74.57(d)(1)]
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b. Update and correct associated records. [74.57(d)(2)]

c. Mdify the MC&A system if appropriate, to prevent simlar
future occurrence. [74.57(d)(3)]
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02. 04 The |icensee has the capability to rapidly assess the
validity of alleged thefts. [74.57(e)]

02. 05 Al'l abrupt | oss detection estimtes that exceeded five
formula kil ograns of SSNM resulted in:

a. Suspension of material processing operations relatedtothe
al armuntil conpl etion of planned al armresol ution activities,
unl ess the suspensi on of operations adversely affected the
ability to resolve the alarm Operation of continuous
processes may continue for 24 hours fromthe time of the
occurrence of the alarmduring which time checks shall be nade
for mi stakes inrecords or cal cul ati ons that coul d have caused
the alarm [74.57(f)(1)]

b. Tel ephonic notificationby thelicenseetothe MC&A i censing
unit at NRC Headquarters within 24 hours that an MC&A al arm
resol ution procedure has been initiated. [74.57(f)(2)]

02. 06 The NRC Oper ations Center was notified w thinone hour of
di scovery of any loss or theft or other unlawful diversion of
speci al nucl ear material whichthelicenseeislicensedto possess,
or any i ncident in which an attenpt has been made to conmt a theft
or unl awf ul diversion of special nuclear material. The requirenent
does not pertainto neasured di scards or i nventory difference (1D)
gquantities. [74.11]

02. 07 The | i censee i nvesti gated and t ook corrective actions for
each shi pper/receiver difference that exceeded tw ce t he esti nmat ed
st andard devi ation of the difference estimator and the | arger of 0.5
percent of the ampbunt of SSNMi n t he container, | ot or shipnment, as
appropriate, or 50 granms of SSNM [74.59(h)]

02. 08 Duri ng physical inventories, thelicensee cal cul ates the
| D, estimtes the standard error of theinventory difference (SEID).
The | i cense has i nvestigated and reported any SEIDestimate that is
0.1 percent or nore of active inventory and any I D that exceeded
three times the standard error and 200 grams of plutonium or
urani um 233 or 300 grans of wuranium235. [74.59(f)(21)(i)]

85313-03 | NSPECTI ON GUI DANCE
03.01 Requl ati ons. 74.57

03. 02 Requl atory Guides and Reports. NUREG- 1280, Standard
Format and Cont ent Acceptance Criteriafor the Material Control and
Accounting (MC&A) Ref or mAmendnent, Section 3, "Al armResol ution."

03.03 Criteria. Theinspector's reviewdeterm nes whet her the
pr ocedur es have been devel oped t o neet the conm tnments i n t he FNMCP,
responsibilities have been assigned for the investigation
activities, and that the procedures address the nost |i kely causes
of alarnms. Because the expected frequency of alarnms indicating a

5 FKG loss is very small, the inspection of alarm resolution
capability should focus on the system characteristics and
flexibility to respond to unusual events. The inspector, in
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assessing this capability, needs to consider the effectiveness of
the qual ity assurance neasures required by 74.59 and t he experi ence
of the resolution personnel in evaluating process conditions.

Pre-inspection Activities. To prepare for the inspection, the
i nspect or should reviewthe specific portions of the FNMCP and t he
saf eguards | i cense condi ti ons for the planned i nspection activities;
review the previous inspection report for the site; review any
unresol ved or followup itens to be addressed duri ng t he i nspecti on;
and revi ew any comruni cati ons (including information notices and
bulletins) with the facility since the |ast inspection.

Post I nspection Activities. Followupis conducted as describedin
Manual Chapter 92701 and | nspecti on Report i s generat ed as descri bed
in Manual Chapter 0610.

Eval uati on of Resolution of Any Past AlarmEvents. The inspector
wi |l exam ne actions taken to resolve any anonalies that have
occurred to determ ne that established procedures were fol | owed and
that al armrequirements were observed. Problens encountered in
respondi ng to anonalies should have been resolved and renedi al
actions taken as necessary to neet the FNMCP al arm resol ution
comm t ments.

The i nspect or shoul d determ ne that the licensee's al armresol ution
systemis able to respond pronptly to al arns i ndi cati ng a potenti al
| oss of SSNM and det er m ne whet her the al ar mwas caused by act ual
| oss or by a systemerror. The alarmprogramshoul d al so be abl e
to identify the type of system error or innocent cause so that
remedi al action can be taken. The al armresponse should be tinely
to ensure that alarns are i nvesti gated and resol ved pronptly whil e
menori es of events leadinguptothe alarmare fresh, material s are
still avail able for renmeasurenent, and fewer changes of process
conditions, inventories, in-process hol dup, anditemlocations wl|l
have occurred. Pronpt resolutionw || facilitate recovery of "lost"
or stolen material.

a. Byreviewingtherecords of the process nonitoring estimtors
and itemnonitoring, the inspector detern nes whether any
al arms have occurred. The docunentation of resol utions shoul d
be revi ewed t 0o det er mi ne whet her a cause was assi gned, whet her
t he docunentationis avail abl e to support the assignnent, and
whet her the resol uti on was conpletedwithinthetime peri ods
approved in the FNMCP.

The alarmresolution tine commtnents ensure a reasonably
pronmpt al armresponse. The check of the | oss i ndicator data
for clerical m stakes and data errors should normally be
conpleted within 24 hours for any abrupt |oss alarm The
maxi mumtime for conpletion of the resolution procedure for
al arms i ndi cating a possi bl e abrupt | oss of itens that were
t anper - saf ed, encapsul ated, or retained in a vault that
provi ded protection equivalent to tanper-safing should
normal |y not exceed 3 cal endar days. The maxi numtinme for
conpl etion of the resol ution procedure for alarns i ndicating
a possi bl e abrupt | oss of SSNMi n any formor contai ner that
was not tanper-safed, encapsulated, or stored in a vault
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equi val ent to tanper-safing shoul d not normal |y exceed 3 days.
When a t anper - saf ed or encapsul ated i t emhas been conproni sed,
a renmeasurenent should be i mredi ately undert aken.

The maximum time after the alarm for conpleting a
remeasurenent to confirmthe contents should normally not
exceed two working days. When a vault or CAA providing
protection equivalent to tanper-safing has been entered
wi t hout aut hori zati on, when t he prescri bed vault protection
has been conprom sed, or when ot her indications of |oss of
control are discovered, the entire vault contents shoul d be
accounted for within 3 cal endar days by a piece count and

attribute test of all itens not tanper-safed or encapsul at ed,
such as by wei ghi ng or NDA. Reneasurenent should beinitiated
within one working day. Longer tinme periods should be

expl ai ned and justified.

If one or nore itens are not found in their recorded
| ocations, the licensee should normally declare the iten(s)
m ssing if not found or accounted for within 24 hours for
Category lAitens totalling 5 FKGor nore and 3 wor ki ng days
for all other itens. A search for a m splaced itemthat was
not tanper-safed or encapsul ated should not be term nated
wi t hout NRC permi ssionuntil theitemis |ocated or evidence
of its destruction is obtained, except that a claimthat an
i temwas destroyed wi t hout recordi ng the fact may be accept ed
if independent confirmtory evidence of destruction is
obtained. Itens containing |less than 0.05 FKG are exenpt ed
fromthe requirenments for confirmatory evi dence. Searches for
m ssing itens should not be interrupted by idle tinme such as
weekends, holidays, etc.

Revi ew of Al armResol ution Procedures. The i nspector shoul d
confirmthat resol uti on procedures are descri bed for al arns
t hat i ndi cate a potential abrupt | oss of 5 FKGof SSNMi n bul k
or item form Alarm resolution procedures provide a
systemati c and | ogi cal sequence of steps for determ ningthe
cause or causes of an alarm The procedures take i nto account
the expected differences in | oss mechani snms and necessary
di fferences i n response approaches for i n-process nateri al s,
items, different material types and different types of unit
oper ati ons.

The quality of the licensee's |oss resolution capability is
such that the conbination of the material control test and
resol utiondecisionsw |l permt alarms remaini ng unresol ved
after investigation to be good indicators of material |oss.

b. The inspector reviews alarmnotification procedures to assure
that all requiredinformationw || bereportedwithinthetine
periods specified in the FNMCP for each type of alarm
response. The information to be reported includes the
magni t ude of the discrepancy indicated by the alarm the
i nvestigation procedure, the status of the investigation, the
status of the facility, the planned renedi al neasures, and t he
status of SSNM security during the period.
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Wth regard to recurring | osses, the licensee nust report a
significant loss trend within one week of its di scovery and
the progress of theresultinginvestigationreported nonthly.
I n conjunction with the inspection activities described in
section 3.03.04 of inspection nodul e 85307, the inspector
should determ ne whether any significant trend were
identified. The inspector woul dthen detern ne whet her each
was appropriately investigated and reported. Each type of
al armresponseisidentifiedw ththe correspondi ng types of
mat eri al and/or unit processes and the credible innocent
causes of the alarm The decisionrules for aconclusionthat
a particular cause is applicable and that the alarm is
resolved are descri bed. A decision rule mnmust generally
provi de an obj ective basis for decidi ng whet her or not the
data and i nformati on acquired up to that point in the alarm
assessnent supports the hypot hesis that the alarmwas due to
an i nnocent cause. Each decision rul e shoul d be based on the
identification of a specific cause or a source of incorrect
data that contributedtothe al armlevel of theloss estimator
except that therule may verify with high probability that no
| oss has occurred wi t hout havingidentifiedall contributing
causes of the alarm

As part of the review of alarmresolution, the inspector
shoul d verify foll owup corrective actions. After an al armhas
been resol ved, the planned corrective action includes MC&A
systemrevisions, if appropriate, that provide reasonable
assurance that future alarnms having the same or a simlar
cause will not occur.

Responsi veness Test of the Alarm Resolution System This
requi rement can best be inspected by requiring the |icensee
to performthose activities specifiedinthe FNMCPin response
to a sinulated hoax call of an alleged theft of SSNM The
scenari o of the test woul d be based on the i nspectors revi ew
of the licensee's operations.

Revi ew of the SSNM item record system indicates that the
records of the identity and | ocation of every item can be
updated with sufficient speedto support the comm tnents that
any randomy selected itemwthin a vault can be | ocated
within 8 hours, and any itemoutside a vault can be | ocated
within 24 hours. The capability also exists to |ocate all
items withinavault within 72 hours and all itens outside a
vault or permanently controll ed access area wi t hi n one week.

The emergency i nventory capability includes provisions for
mai ntaining the availability of forms, tags, trained
personnel, inventory listing, and other itens that may be
neededtoinitiate a plant-w de physical inventory within 24
hour s.

Alarm reporting requirenments are intended to nake the NRC
awar e of potential MC&A di screpancies in atinmely manner so
t hat appropriate actions can be initiated. The inspector
shoul d revi ewl| oss detection and al armresol utionrecordsto
det er mi ne whet her NRC shoul d have been noti fi ed of any al arns.
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When a detection alarmindicates a potential | oss in excess
of 5 FKG, continuous processing operations related to the
al arm nust be suspended within 24 hours after the al armor

bat ch processi ng operati ons nust be suspended i medi ately
after the alarmor upon conpl etion of the batch in process,

and t he suspensi on conti nued until conpletion of the pl anned
resolutionactivities unless the suspensi on woul d negati vel y
affect theabilitytoresolvethe alarm Alternative neasures
whi ch do not require shutdown may be taken when an al arm
occurs, if they are docunmented in the FNMCP, and are equally
effectiveinprotectinginformationand materials that would
be needed during the alarminvestigation.

When an actual |oss of SSNMis indicated, the quantity of
material lost will be estimted and ot her information which
may aidinthe recovery of the material, such as the materi al
type, contai ner type and who | ast had responsibility for the
SSNM will be generated if possible.

f. Notification of abrupt | oss esti mates exceedi ng 5 FKGs nust
be made to the NRC Operations Center via the Energency
Notification Systemif thelicenseeis party tothat system
If the Emergency Notification System is inoperative or
unavai |l abl e, the licensee shall nmake the required notification
vi a commerci al tel ephone servi ce or ot her dedi cated tel ephonic
systemor any other nethod that will ensure that a report is
received within one hour. The exenption of 73.21(g)(3)
applies to all telephonic reports required by this section.

g. The inspector should review the corrective action plans
devel oped for significant shipper/receiver differences and
det er m ne whet her t he acti ons have been taken. The i nspector
shoul d conpare the |l icensee's records withthe NMMSSreports
for close out.

The |'i censee shoul d have conpl et ed t he i nvesti gati on of each
statistically significant shipper/receiver differences within
3 nont hs except where the di fference exceeds 5 FKG, i n whi ch
case the discrepancy should be resolved within 30 days.

h. The i nspector reviews the I D cal cul ati ons for each physi cal
inventory since the |last inspection to determ ne whet her
cal cul ati ons were perforned as described in the FNMCP and
whet her any i nventory shoul d have been i nvesti gated. |f any
excessive | D shoul d have been i nvesti gated and appropriate
actiontakentoidentify the cause(s), the i nspector shoul d
exam ne the records of the investigation and corrective
actions taken. Because the IDis calculated primarily as a
gual ity assurance neasure for the |l oss detecti on systemt hat
use process nonitoring and itemnonitoring, theinvestigation
of an excessive ID should include a review of process
nmonitoring and itemnonitoring data to identify potenti al
causes and correction discrepancies identified in the data.

03. 04 | nspection Activities Flowchart. Figure 1 shows a flow
chart of the alarmresolution inspection activities.
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END
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FI GURE 1

ALARM RESOLUTI ON | NSPECTI ON
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